Abstract: IEEE Std 802-1990, IEEE Local and Metropolitan Area Networks: Overview and Architecture , provides an overview to the family of IEEE 802 Standards, defines compliance with the family of IEEE 802 Standards, describes the relationship of the IEEE 802 Standards to the Open Systems Inter connections Basic Reference Model [ISO 7498:1984] and explains the relation ship of these standards to the higher layer protocols, and provides a standard for identification of public, private, and standard protocols.
This standard is part of a family of standards for Local and Metropolitan Area Networks. The relationship between this standard and the other members of the family is shown below. (The numbers in the figure refer to IEEE Standard numbers.
Relationship Among IEEE Project 802 Working Groups and Technical Advisory Groups
The family of IEEE 802 Standards includes publications, projects, and activities that define standards, recommended practices, and guidelines i n the following areas:
• IEEE Std 802 * : Overview and Architecture. This document forms part of the 802.1 scope of work.
• IEEE 802.1 series:
Glossary, Network Management, and Internetworking. These documents, as well as IEEE Std 802, Overview and Architecture, form part of the 802.1 scope of work.
• [ISO 7498:1984] and explains the relationship of these standards to higher layer protocols, and provides a standard for identification of public, private, and standard protocols. Standards for internetworking and management are found in other documents in the IEEE 802.1 series. Specifications for layer-specific manageable objects are to be found in sections of ISO Compliance with the family of IEEE 802 Standards is defined, and a standard for the identification of public, private, and standard protocols is included.
Key Concepts.
The LANs described herein a redistinguished from other types of data networks in that they are optimized for a moderate-sized geographic area, such as a single office building, a warehouse, or a campus. The IEEE 802 LAN is a shared-medium peer-to-peer communications network that broadcasts information for all stations to receive. As a consequence, it does not inherently provide privacy. The LAN enables stations to communicate directly using a common physical medium on a point-to-point basis without any intermediate switching node being required. There is always need for an access sublayer in order to arbitrate the access to the shared medium. The network is generally owned, used, and operated by a single organization. This is in contrast to Wide Area Networks (WANs) that interconnect communication facilities in different parts of a country or are used as a public utility. These LANs are also different from networks, such as backplane buses, that are optimized for the interconnection of devices on a desk top or components within a single piece of equipment.
A MAN is optimized for a larger geographical area than a LAN, ranging from several blocks of buildings to entire cities. As with local networks, MANs can also depend on communications channels of moderate-to-high data rates. Error rates and delay may be slightly higher than might be obtained on a LAN. A MAN might be owned and operated by a single organization, but usually will be used by many individuals and organizations. MANs might also be owned and operated as public utilities. They will often provide means for internetworking of local networks. Although not a requirement for all LANs, the capability to perform local networking of integrated voice and data (IVD) devices is considered an optional function for a LAN. Likewise, such capabilities in a network covering a metropolitan area are optional functions of a MAN. 
A Family of Standards. The terms Local Area Network and Metropolitan
Area Network encompass a number of data communications technologies and applications of these technologies. So it is with the IEEE 802 Standards. In order to provide a balance between the proliferation of a very large number of different and incompatible local and metropolitan networks on one hand, and the need to satisfy certain applications or cost goals on the other hand, several types of medium access technologies are currently defined in the family of IEEE 802 Standards. In turn, these medium access control (MAC) standards are defined for a variety of physical media. A logical link control (LLC) standard, a secure data exchange standard, and medium access control bridging standards are intended to be used in conjunction with the MAC standards. An architecture and protocols for the management of IEEE 802 LANs are also defined. 8 When the following ISO/IEC project is approved, it will become a part of the reference section: JTC1 DTR 10178, Information technology-Telecommunications and information exchange between systems-The structure and coding of link service access point addresses in Local Area Network.
Compliance
IEEE 802 compliance shall be with respect to specific IEEE 802 Standards (e.g., 802.3, 802b, 802.1D). Each standard for which compliance is claimed shall be described without ambiguity. Because of the breadth of topics (some mutually exclusive) that are sponsored by the family of IEEE 802 Standards, a claim of compliance with IEEE 802 is meaningless without reference to specific standards within the IEEE 802 family of standards. Therefore, products SHALL NOT say "IEEE 802 compatible" nor use equivalent terms. If they are claiming compliance specifically with this standard, the product shall, as a minimum, say "IEEE Std 802-1990 compatible." Otherwise, products shall, as a minimum, say "IEEE 802.x compatible" or use equivalent terms, where x is replaced with a numerical designator (e.g., 802.7); or "IEEE 802y compatible" or use equivalent terms, where y is replaced with a letter designator (e.g., 802c); or "IEEE 802.xy compatible" or use equivalent terms, where x and y are replaced respectively with a numerical and a letter designator (e.g., 802.1E). Describing, advertising, or promoting equipment as conforming to one or more of the family of IEEE 802 Standards is equivalent to making a voluntary statement of compliance.
Compliance with one or more of the family of IEEE 802 Standards requires implementation of the mandatory portions of those standards. Components (e.g., cables, connectors, medium-related subsystems) that make use of only a portion of one of the family of IEEE 802 Standards, and thus implement less than the full mandatory set of capabilities, shall indicate which IEEE 802 Standard is used and those portion(s) of the relevant standard that are implemented. These products may be marked as implementing a portion of one of the family of IEEE 802 Standards as appropriate. Such products SHALL NOT say "IEEE 802 compatible" nor use equivalent terms without reference to specific standards within the IEEE 802 family of standards. 9 ). It is assumed that the reader has some familiarity with the OSI/RM and its terminology. The IEEE 802 Standards encompass the functionality of the lowest two layers of the OSI/RM (i.e., Physical Layer and Data Link Layer) and also higher layers as they relate to internetworking and LAN management. The LAN&MAN/RM is similar to the OSI/RM in terms of its layers and the placement of its service boundaries. However, due to the shared-medium nature of the IEEE 802 LANs, there is always a MAC Sublayer.
Reference and Implementation Models
The OSI/RM is referred to by the IEEE 802 Standards because of the following:
(1) The model provides a common vehicle for understanding and communicating the various components and interrelationships of the standards, (2) The model helps define terms, (3) The model provides a convenient framework to aid in the development and enhancement of the standards, and (4) The use of the OSI/RM facilitates a higher degree of interoperability than might otherwise be possible. In some cases, the end systems on a LAN have no need to communicate with end systems on other networks (other LANs, WANS, etc.). However, this is not expected to be the norm; there will be many cases where end systems on a LAN will need to communicate with end systems on other networks. To provide full connectivity, it is therefore necessary to consider how to connect a LAN to another network.
Standard methods of internetworking fall into three general categories: an approach based on repeaters, one based on MAC bridges, and one resident in the OSI Network Layer. A repeater is used to extend a LAN when the physical specifications of the technology would otherwise be exceeded. A MAC bridge is a device that processes protocols in the MAC Sublayer and i s transparent to LLC and higher layer protocols. Forwarding decisions are based on MAC sublayer information only. In the OSI Network Layer, a n internetworking unit (IWU) is a device that processes OSI Network Layer protocols that operate directly above the LLC Sublayer and whose forwarding decisions are based on Network Layer addresses.
IEEE Std 802.1D [2] describes MAC bridge internetworking among IEEE 802 networks. Investigation into Network Layer internetworking as it relates to 802 LANs is under consideration. This work would be complementary to that of other standards bodies.
3.2.4 LLC Sublayer. The LLC Sublayer standard describes three types of operation for data communication between service access points: unacknowledged connectionless (type 1), connection-oriented (type 2), and acknowledged connectionless (type 3).
With type 1 operation, information frames are exchanged between LLC entities without the need for the prior establishment of a logical link between peers. These LLC frames are not acknowledged, nor are there any flow control or error recovery procedures.
With type 2 operation, a logical link is established between pairs of LLC entities prior to any exchange of information frames. In the data transfer phase of operation, information frames are transmitted and delivered i n sequence. Error recovery and flow control are provided.
With type 3 operation, information frames are exchanged between LLC entities without the need for the prior establishment of a logical link between peers. However, the frames are acknowledged to allow error recovery and proper ordering. Further, type 3 operation allows one station to poll another for data.
3.2.5 MAC Sublayer. The MAC Sublayer performs access control functions for the shared medium in support of the LLC Sublayer. For different applications, different MAC options may be required. The MAC Sublayer performs the addressing and recognition of frames in support of LLC. MAC also performs other functions, such as frame check sequence generation and checking, and LLC protocol data unit (PDU) delimiting.
3.2.6 Physical Layer. The Physical Layer provides the capability of transmitting and receiving bits between Physical Layer Entities. A pair of Physical Layer Entities identifies the peer-to-peer unit exchange of bits between two MAC users. The Physical Layer provides the capability of transmitting and receiving modulated signals assigned to specific frequency channels, in the case of broadband, or to a single-channel band, in the case of baseband.
3.2.7 Layer and Sublayer Management. The LLC Sublayer, MAC Sublayer, and Physical Layer standards also include a management component that specifies managed objects and aspects of the protocol machine that provide the management view of these resources.
Public and Private Network Protocols
4.1 Scope and Purpose. This section describes the functions, features, and protocol format conventions for public and private protocols sharing a single LSAP. All public and private protocols using the IEEE 802 reserved LSAP address assigned for public and private protocol use shall conform to this standard. This section further describes the mechanisms for the coexistence of multiple standard, public, and private network layer protocols within a single 802 station.
A standard protocol is defined to be a protocol whose specification is published and known to the public but controlled by a standards body. A public protocol is defined to be a protocol, whose specification is published and known to the public but controlled by a private organization. A private protocol is defined to be a protocol whose use and specification are controlled by a private organization.
By providing for the coexistence of multiple network layer protocols, the migration of existing LANs to future standard protocols is facilitated, and multiple higher layer protocols are more easily accommodated.
Basic Concepts.
Within a given layer, entities can exchange data by a mutually agreed upon protocol mechanism. A pair of entities that do not support a common protocol cannot communicate with each other. For multiple protocols to coexist within a layer, it is necessary to determine which protocol is to be invoked to process a service data unit delivered by the lower layer.
Standard network layer protocols have been assigned reserved LSAP addresses. These addresses permit multiple standard network layer protocols to coexist at a single MAC station. One half of the LSAP address space is reserved for such assignment. Private protocols are accommodated two ways. One way is by local assignment of LSAPs, for which half the LSAP address space is available. Thus users can agree to use locally assigned LSAPs for either an instance of communication or a type of communication. The second way is through the use of a particular LSAP value that has been designated as the sub-network access protocol (SNAP) SAP, reserved for public and private protocol usage.
The LSAP that has been reserved for use by the SNAP defines a single SAP for standard, public, and private protocol usage. To permit multiple public and private network layer protocols to coexist in one MAC station, each public or private protocol using SNAP must employ a protocol identifier that enables SNAP to discriminate among these protocols. Subsection 4.3 defines the format and administration of network layer protocol discriminators used by public and private protocols, and defines minimal restrictions on the format of PDUs of these protocols needed to ensure coexistence.
Protocol Data Unit (PDU) Format.
All SNAP PDUs shall conform to the format shown in Fig 4-1 and form the entire content of the LLC Information Field.
In Fig 4-1 , the Protocol Identification Field is a 40-bit field whose format and administration are described in 5.3. The Protocol Data Field is a field whose length, format, and content are defined by a public or private protocol specification. Each public or private protocol begins its PDU format with the Protocol Identification Field. Section 5 describes the form and means of acquisitions of protocol identifiers.
In addition, the LSAP address reserved for SNAP has the bit pattern 01010101. 
Universal Addresses and Protocol Identifiers
The IEEE makes it possible for organizations to employ unique individual LAN MAC addresses, group addresses, and protocol identifiers. It does so by assigning Organizationally Unique Identifiers, 10 which are 24 bits in length. Because the assignment of the Organizationally Unique Identifier in effect reserves a block of each derivative identifier (i.e., blocks of individual LAN MAC addresses, group addresses, and protocol identifiers), the address space of the Organizationally Unique Identifier is chosen to be large. Though the Organizationally Unique Identifiers are 24 bits in length, their true address space is 22 bits. The first bit can be set to 1 or 0 depending on the application. The second bit for all assignments is 0. The remaining 22 bits, which cannot be changed by the assignee, result in 2 2 2 (approximately 4 million) identifiers.
The universal administration of LAN MAC addresses began with the Xerox Corporation administering Block Identifiers (Block IDs) for Ethernet addresses. Block IDs were assigned by the Ethernet Administration Office and were 24 bits in length (3 octets). An organization developed addresses by assigning the remaining 24 bits. For example, the address as represented by the six octets A-B-C-D-E-F comprises the Block ID, A-B-C, and the locally assigned octets D-E-F. The multicast bit is the least significant bit (LSB) of the first octet, A.
The IEEE Project 802, because of its work on standardizing LAN technologies, has assumed the responsibility of defining procedures for the universal administration of addresses for IEEE 802 LANs (e.g., CSMA/CD [7] , Token Bus [8] , and Token Ring [9] ). It will honor the assignments made by the predecessor administration office. The Block ID is referred to as the Organizationally Unique Identifier by the IEEE.
Organizationally Unique Identifier
5.1.1 Concept. Organizationally Unique Identifiers allow a general means of assuring unique identifiers for a number of purposes. Currently, the IEEE assigns Organizationally Unique Identifiers to be used for generating LAN MAC addresses and protocol identifiers. Assuming correct administration by the assignee, the LAN MAC addresses and protocol identifiers will be universally unique. 
24
The Organizationally Unique Identifier is 24 bits in length and its bit pattern is shown below. Organizationally Unique Identifiers are assigned as 24 bit values with both values (0,1) being assigned to the first bit and the second bit being set to 0. The second bit of the Organizationally Unique Identifier being set to 0 indicates that the assignment is universal. Organizationally Unique Identifiers with the second bit set to 1 are locally assigned and have no relationship to the IEEE-assigned values (as described herein).
The Organizationally Unique Identifier is defined in Fig 5-1 .
Representation of an Organizationally Unique
Identifier. The Organizationally Unique Identifier shall be represented as a string of three octets. The illustrative representation of the Organizationally Unique Identifier is defined to be a string of hexadecimal numbers with each octet being displayed as two hexadecimal digits. The octets are displayed from left to right, in the order that they are transmitted on the LAN medium. The LSB (bit "a" in Fig 5-2) corresponds to the Individual/Group (I/G) Address Bit (when the Organizationally Unique Identifier is contained in a LAN MAC address).
The bit significance of the Organizationally Unique Identifier is defined in Fig 5-2 . Always set to 0 Bit can be set to 0 or 1 depending on application (e.g., I/G Address Bit for LAN MAC addresses). The concept of universal addressing is basedon the idea that all potential members of a network need to have a unique identifier ( i f they are going to coexist in the network). The advantage of a universal address is that a node with such an address can be attached to any LAN in the world with an assurance that its address is unique.
A 48-bit Universal Address consist of two parts. The first 24 bits correspond to the Organizationally Unique Identifier as assigned by the IEEE, except that the assignee may set the first bit to 1 for group addresses or set it to 0 for individual addresses. The second part, comprising the remaining 24 bits, is administered locally by the assignee. In the 48-bit LAN MAC address, an example of which is shown in Fig 5-3 , the Organizationally Unique Identifier is contained in octets 0, 1, 2 and the remaining octets 3, 4, 5 are assigned locally. This address, including its Organizationally Unique Identifier, is used throughout this document to describe the illustrative representation (in hexadecimal) of LAN MAC addresses and protocol identifiers.
The I/G Address Bit (1st bit of octet 0) is used to identify the destination address either as an individual or as a group address.If the I/G Address Bit is 0, it indicates that the address field contains an individual address. If this bit is 1, the address field contains a group address that identifies one or more (or all) stations connected to the LAN. The all-stations broadcast address is a special, predefined group address of all 1's.
The Universally or Locally Administered (U/L) Address Bit (2nd bit of octet 0) is the bit directly following the I/G Address Bit. This bit indicates whether the address has been assigned by a local or universal administrator. Universally administered addresses have this bit set to 0. If this bit i s set to 1, the entire address (i.e., 48 bits) has been locally administered.
Varying the last 24 bits allows the assignee approximately 16 million unique individual addresses and 16 million unique group addresses that no other organization can have (i.e., universally unique). The IEEE intends The hexadecimal representation is: AC-DE-48-00-00-80 not to assign additional Organizationally Unique Identifiers to any organization unless the organization has exhausted this address block. Therefore, it is important for the IEEE to maintain a single point of contact with each assignee to avoid complicating the assignment process. It is important to note that in no way should these addresses be used as product identifiers for the purpose of aiding company inventory procedures. The method that an assignee uses to assure that no two of its devices carry the same address will, of course, depend on the assignment or manufacturing process, the nature of the organization, and the organization's philosophy. However, the users of networks worldwide expect to have unique addresses. The ultimate responsibility for assuring that user expectations and requirements are met, therefore, lies with the organization offering such devices.
The IEEE asks that organizations not misuse the assignments of the last 24 bits and thereby unnecessarily exhaust the block. There are sufficient identifiers to satisfy most needs for quite some time, even in volume production; however, no address space is infinite.
Representation of a 48-Bit Address.
The 48-bit address (universal or local) is represented as a string of six octets. The octets are displayed from left to right, in the order that they are transmitted on the LAN medium, separated by hyphens. Each octet of the address is displayed as two hexadecimal digits. The bits within the octets are transmitted from left to right, as shown in Fig 5-4 . In the display of octets, the first bit transmitted of each octet on the LAN medium is the LSB of that octet (e.g., I/G Address Bit = LSB). The Organizationally Unique Identifier is contained in octets 0, 1, 2 with octets 3, 4, 5 being administered by the assignee.
As an example, consider the address as shown in the previous section (48-bit Universal LAN MAC Addresses): AC-DE-48-00-00-80. The first octet transmitted is AC and the last octet transmitted is 80. The first bit transmitted is the low order bit of AC, a 0; therefore, the example is an individual address. The last bit transmitted is the high order bit of 80, a 1.
Protocol Identifier
5.3.1 Concept. IEEE 802 has assigned a single LSAP address to SNAP for private and public protocol multiplexing and demultiplexing among multiple users of a data link. This reserved LSAP is called the SNAP/SAP and is defined to be (starting with the LSB): 01010101. All SNAP PDUs contain a Protocol Identification Field. An organization uses its Organizationally Unique Identifier to identify, using a universal unique value, its own protocols.
The protocol identifier is 40 bits in length and follows the logical l i n k control header in a frame. The first 24 bits of the protocol identifier correspond to the Organizationally Unique Identifier in exactly the same fashion as in 48-bit LAN MAC addresses. The remaining 16 bits are locally administered by the assignee. In the protocol identifier, an example of which i s shown in Fig 5-5 , the Organizationally Unique Identifier is contained i n octets 0, 1, 2 with octets 3, 4 being locally assigned.
Protocol Identification Fields may be assigned universally or locally. A l l identifiers assigned by the IEEE will have the X bit set to 0. Values with the X bit set to 1 are locally assigned and have no relationship to the IEEE-assigned values. They may be used, but there is no assurance of uniqueness. The hexadecimal representation is: AC-DE-48-00-80
Representation of a Protocol Identifier.
The protocol identifier is represented as a string of five octets separated by hyphens. The octets are displayed left to right in the order that they are transmitted on the LAN medium. Each octet is displayed as two hexadecimal digits. The M bit of the first octet is the first bit of the Organizationally Unique Identifier and i s least significant (as shown in Fig 5-6) .
As an example, consider the protocol identifier AC-DE-48-00-80 (as developed from the Organizationally Unique Identifier used in 5.3). Both the M and X bits are properly set to zero in the first octet AC. The order of transmission of the protocol identifier on the LAN medium is octet AC first, followed by octet DE, octet 48, octet 00, and octet 80. The order of bit transmission within each octet depends on the MAC, as discussed in the following section.
Bit-Ordering and Different
MACs. The transmission of data for IEEE 802.3 and 802.4 LAN media occurs LSB first. This is true for the entire packet, LAN MAC address fields (source and destination), MAC-specific fields (e.g., length field in IEEE 802.3 LANs), and the MAC Information Field.
On an IEEE 802.5 LAN medium, the LAN MAC address fields (source and destination) are transmitted such that the first bit on the medium is the I/G Address Bit group, in a similar fashion to that of IEEE 802.3 and 802.4 LAN media. The MAC Information Field, however, is transmitted most significant bit (MSB) first on an IEEE 802.5 LAN medium. The MAC Information Field is defined to be that part of the frame starting directly after the MAC header and including all the data up to, but not including, the frame check se quence (e.g., LLC header information, such as the Protocol Identifi- Despite a difference in bit transmission order among the IEEE 802 MACs, all effects of this difference are contained wholly within the MAC Sublayer.
To illustrate, imagine a system composed of a single OSI stack. This stack consists of a LLC Sublayer and a set of OSI upperlayers; beneath this, any of the IEEE 802 MACs can be inserted. A common MAC service interface is used regardless of MAC type.
From this example, the following observations can be made about this system:
(1) Octets of the MAC Information Field are ordered the same at the MAC service interface for all IEEE 802 MACs. Although the transmission order for IEEE 802.5 is reversed from the others, the peer IEEE 802.5 MAC again reverses the order, making this difference transparent to LLC and higher layers. (2) In mapping octets between the MAC service interface and the Physical Layer, the IEEE 802.5 MAC must reverse the bit order of a MAC Address 11 Where "a" is the first bit transmitted and received. 12 See Footnote 11. 13 See Footnote 11.
14 Where "h" is the first bit transmitted and received.
dress Field from that of the MAC Information Field. This is a mere implementation detail for the IEEE 802.5 MAC.
Standard Group
Addresses. The previous sections described the assignment of individual and group addresses and protocol identifiers for public or private use by private organizations. There is also a need for standard group addresses to be used with standard protocols. The letter should • Describe the intended use of each address.
• Cite by name and number the standard in which each address will be employed.
• State the status of the standard and its approval schedule (if applicable).
Processing of an Application.
Applications will be considered, and assignments made, by the IEEE in consultation with IEEE Project 802. The IEEE Standards Department will maintain the list of assigned standard group MAC addresses as it does the list of assigned LAN LSAPs. This list will be considered public information and will be available on request.
